
Overcoming Software Fragility with Interacting Feedback Loops

Peter Van Roy
Dept. of Computing Science and Engineering
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Abstract

Programs are fragile for many reasons, including soft-
ware errors, partial failures, and network problems.
One way to make software more robust is to de-
sign it from the start as a set of interacting feed-
back loops. Studying and using feedback loops is an
old idea that dates back at least to Norbert Wiener’s
work on Cybernetics. But almost all work in this
area has focused on single feedback loops. We show
that it is important to design software with multi-
ple interacting feedback loops. We present examples
taken from both biology and software to substantiate
this. To make this idea practical, a necessary con-
dition is good support for concurrent programming.
We find that a message-passing model without shared
state works well. Our own work focuses on extend-
ing structured overlay networks (a generalization of
peer-to-peer networks) for large-scale distributed ap-
plications. Structured overlay networks are a good
example of systems designed from the start as inter-
acting feedback loops. We show how to extend them
with a distributed transaction layer that keeps their
good self-organization properties. We are using this
system to build three realistic application scenarios
taken from industrial case studies.

1 Introduction

Concurrency lets us build systems with mostly inde-
pendent parts. This is necessary for large software
systems and distributed systems. But it is not suffi-

cient: as systems become larger, the inherent fragility
of their construction becomes more and more appar-
ent. Software errors and partial failures become com-
mon, even frequent occurrences. One way to over-
come these problems is to build systems as multiple
interacting feedback loops. Each feedback loop con-
tinuously observes and corrects part of the system.
As much as possible of the system should run inside
feedback loops, to gain this robustness.

Building systems as multiple interacting feedback
loops puts conditions on how the system supports
concurrent programming. We find that message pass-
ing is a satisfactory model: the system is a set
of concurrent component instances that communi-
cate through asynchronous messages. Component in-
stances may have internal state but there is no global
shared state. Failures are detected at the compo-
nent level. Using this model lets us reason about the
feedback behavior. Similar models have been used
by E for building secure distributed systems and by
Erlang for building reliable telecommunications sys-
tems. More reasons for justifying this model are given
in [18].

This paper is structured as follows:

• Section 2 defines what we mean by a feedback
loop, explains how feedback loops can interact,
and motivates why feedback loops are essential
parts of any system.

• Section 3 gives two nontrivial examples of suc-
cessful systems that consist of multiple interact-
ing feedback loops: the human respiratory sys-
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tem and the Transmission Control Protocol.

• Section 4 summarizes our own work in this area.
We target three large-scale distributed applica-
tions, built using a transactional service on top
of a structured overlay network.

Section 5 concludes by recapitulating how feedback
loops can overcome software fragility and why all soft-
ware should be designed with feedback loops.

2 Feedback loops are essential

2.1 Definition and history

In its general form, a feedback loop consists of four
parts: an observer, a corrector, an actuator, and a
subsystem. These parts are concurrent agents that
interact by sending and receiving messages. The cor-
rector contains an abstract model of the subsystem
and a goal. The feedback loop runs continuously, ob-
serving the subsystem and applying corrections in or-
der to approach the goal. The abstract model should
be correct in a formal sense (e.g., according to the
semantics of abstract interpretation [4]) but there is
no need for it to be complete.

Many software systems can be expressed in this
way. For example, a transaction manager manages
system resources according to a goal, which can be
optimistic or pessimistic concurrency control. The
transaction manager contains a model of the system:
it knows at all times which parts of the system have
exclusive access to which resources. This model is
not complete but it is correct.

In systems with more than one feedback loop, the
loops can interact through two mechanisms: stig-
mergy (two loops acting on a shared subsystem) and
management (one loop directly controlling another).
Very little work has been done to explore how to de-
sign with interacting feedback loops. In realistic sys-
tems, however, interacting feedback loops are very
common.

Feedback loops were studied as a part of Norbert
Wiener’s cybernetics in the 1940’s [23] and Ludwig
von Bertalanffy’s general system theory in the 1960’s
[2]. W. Ross Ashby’s introductory textbook of 1956

is still worth reading today [1], as is Gerald M. Wein-
berg’s textbook of 1975 explaining how to use system
theory to improve general thinking processes [21].
System theory studies the concept of a system. We
define a system recursively as a set of subsystems
(component instances) connected together to form
a coherent whole. Subsystems may be primitive or
built from other subsystems. The main problem is to
understand the relationship between the system and
its subsystems, in order to predict a system’s behav-
ior and to design a system with a desired behavior.

2.2 Feedback loops in the real world

In the real world, feedback structures are ubiquitous.
They are part of our primal experience of the world.
For example, bending a plastic ruler has one stable
state near equilibrium enforced by negative feedback
(the ruler resists with a force that increases with the
degree of bending) and a clothes pin has one stable
and one unstable state (it can be put temporarily
in the unstable state by pinching). Both objects are
governed by a single feedback loop. A safety pin has
two nested loops with an outer loop managing an in-
ner loop. It has two stable states in the inner loop
(open and closed), each of which is adaptive like the
ruler’s. The outer loop (usually a human being) con-
trols the inner loop by choosing the stable state.

In general, anything with continued existence is
managed by one or more feedback loops. Lack of
feedback means that there is a runaway reaction (an
explosion or implosion). This is true at all size and
time scales, from the atomic to the astronomic. For
example, the binding of atoms in a molecule is gov-
erned by a simple negative feedback loop that main-
tains equilibrium within given perturbation bounds.
At the other extreme, a star at the end of its lifetime
collapses until it finds a new stable state. If there
is no force to counteract the collapse, then the star
collapses indefinitely (at least, until it is beyond our
current understanding of how the universe works).

Most products of human civilization need an im-
plicit management feedback loop, called “mainte-
nance,” done by a human. Each human is at the
center of a large number of these feedback loops. The
human brain has a large capacity for creating these
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loops; some are called “habits” or “chores.” If there
are too many feedback loops to manage, then the
brain can no longer cope: the human complains that
“life is too complicated”! We can say that civilization
advances by reducing the number of feedback loops
that have to be managed explicitly [22]. We postulate
that this is also true of software.

2.3 Feedback loops in software

Software is in the same situation as other products
of human civilization. Existing software products are
very fragile: they require frequent maintenance by
a human. To avoid this, we propose that software
must be constructed as multiple interacting feedback
loops, as an effective way to reduce its fragility. This
is already being done in specific domains; we men-
tion five of them. The subsumption architecture of
Brooks is a way to implement intelligent systems by
decomposing complex behaviors into layers of simple
behaviors, each of which controls the layers below
it [3]. Structured overlay networks (closely related
to distributed hash tables) are inspired by peer-to-
peer networks [17]. They use principles of self orga-
nization to guarantee scalable and efficient storage,
lookup, and routing despite volatile computing nodes
and networks. IBM’s Autonomic Computing initia-
tive aims to reduce management costs of computing
systems by removing humans from low-level manage-
ment loops [9]. Hellerstein et al show how to design
computing systems with feedback control, to opti-
mize global behavior such as maximizing throughput
[8]. Distributed algorithms for fault tolerance han-
dle a special case of feedback where the observer is a
failure detector [11].

3 Examples of interacting feed-
back loops

We give two examples of nontrivial systems that con-
sist of multiple interacting feedback loops (for more
examples see [19, 20]). Our first example is taken
from biology: the human respiratory system. Our
second example is taken from software design: the
TCP protocol family.

Figure 1: The human respiratory system as a feed-
back loop structure

3.1 The human respiratory system

Successful biological systems survive in natural envi-
ronments, which can be particularly harsh. Studying
them gives us insight in how to design robust soft-
ware. Figure 1 shows the components of the human
respiratory system and how they interact. The rect-
angles are concurrent component instances and the
arrows are message channels. We derived this figure
from a precise medical description of the system’s
behavior [24]. The figure is slightly simplified when
compared to reality, but it is complete enough to give
many insights. There are four feedback loops: two in-
ner loops (breathing reflex and laryngospasm), a loop
controlling the breathing reflex (conscious control),
and an outer loop controlling the conscious control
(falling unconscious). From the figure we can deduce
what happens in many realistic cases. For example,
when choking on a liquid or a piece of food, the lar-
ynx constricts so we temporarily cannot breathe (this
is called laryngospasm). We can hold our breath con-
sciously: this increases the CO2 threshold so that the
breathing reflex is delayed. If you hold your breath
as long as possible, then eventually the breath-hold
threshold is reached and the breathing reflex happens
anyway. A trained person can hold his or her breath
long enough so that the O2 threshold is reached first
and they fall unconscious without breathing. When
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unconscious the breathing reflex is reestablished.
We can infer some plausible design rules from this

system. The innermost loops (breathing reflex and
laryngospasm) and the outermost loop (falling uncon-
scious) are based on negative feedback using a mono-
tonic parameter. This gives them stability. The mid-
dle loop (conscious control) is not stable: it is highly
nonmonotonic and may run with both negative or
positive feedback. It is by far the most complex of
the four loops. We can justify why it is sandwiched in
between two simpler loops. On the inner side, con-
scious control manages the breathing reflex, but it
does not have to understand the details of how this
reflex is implemented. This is an example of using
nesting to implement abstraction. On the outer side,
the outermost loop overrides the conscious control (a
fail safe) so that it is less likely to bring the body’s
survival in danger. Conscious control seems to be the
body’s all-purpose general problem solver: it appears
in many of the body’s feedback loop structures. This
very power means that it needs a check.

Send
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Calculate policy modification
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Figure 2: TCP as a feedback loop structure

3.2 TCP as a feedback loop structure

The TCP family of network protocols has been care-
fully tailored over many years to work adequately for
the Internet. We consider therefore that its design
merits close study. We explain the heart of TCP as

two interacting feedback loops that implement a re-
liable byte stream transfer protocol with congestion
control [10]. The protocol sends a byte stream from
a source to a destination node. Figure 2 shows the
two feedback loops as they appear at the source node.
The inner loop does reliable transfer of a stream of
packets: it sends packets and monitors the acknowl-
edgements of the packets that have arrived success-
fully. The inner loop manages a sliding window: the
actuator sends packets so that the sliding window can
advance. The sliding window can be seen as a case
of negative feedback using monotonic control. The
outer loop does congestion control: it monitors the
throughput of the system and acts either by chang-
ing the policy of the inner loop or by changing the
inner loop itself. If the rate of acknowledgements de-
creases, then it modifies the inner loop by reducing
the size of the sliding window. If the rate becomes
zero then the outer loop may terminate the inner loop
and abort the transfer.

4 Distributed transactions on a
structured overlay network

Our own work on feedback structures targets large-
scale distributed applications [14]. We are build-
ing an infrastructure based on a transaction service
running over a structured overlay network [13, 20].
We target our design on three application scenar-
ios taken from industrial case studies: a machine-to-
machine messenging application, a distributed knowl-
edge management application (similar to a Wiki),
and an on-demand media streaming service [5]. For
these scenarios we need distributed transactions.

Structured overlay networks are inspired by peer-
to-peer networks [17]. In a peer-to-peer network, all
nodes play equal roles. There are no specialized client
or server nodes. Structured overlay networks pro-
vide two basic services: name-based communication
(point-to-point and group) and distributed hash table
(also known as DHT) which provides efficient storage
and retrieval of (key,value) pairs. Almost all existing
structured overlay networks are organized as two lev-
els, a ring complemented by a set of fingers:
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Figure 3: Distributed transactions on a structured
overlay network

• Ring structure. All nodes are connected in a sim-
ple ring. The ring must always be connected de-
spite node joins, leaves, and failures.

• Finger tables. For efficient routing, extra links
called fingers are added to the ring. The fin-
gers can temporarily be in an inconsistent state.
This has an effect only on efficiency, not on cor-
rectness. Within each node, the finger table is
continuously converging to a consistent state.

Atomic ring maintenance is a crucial part of the over-
lay. Peer nodes can join and leave at any time. Peers
that crash are like peers that leave but without noti-
fication. Temporarily broken links create false suspi-
cions of failure.

Structured overlay networks are already designed
as feedback structures. We have reimplemented them
using a concurrent component model and we are ex-
tending them with the hooks and abilities needed for
building services and applications. We have devised
algorithms for handling imperfect failure detection
(false suspicions) [12] and network partitioning (de-
tecting and merging partitions) [15].

Implementing transactions over a structured over-
lay network is challenging because of churn (the rate
of node leaves, joins, and failures and the subsequent
reorganizations of the overlay) and because of the
Internet’s failure model (crash stop with imperfect
failure detection). The transaction algorithm is built

on top of a reliable storage service. We implement
this using symmetric replication [6]. Figure 3 shows
an example with a replication factor of four.

To avoid the problems of failure detection, we im-
plement atomic commit using a majority algorithm
based on a modified version of Paxos [13, 7]. We have
shown that majority techniques work well for DHTs
[16]: the probability of data consistency violation is
negligible. If a consistency violation does occur, then
this is because of a network partition and we can use
our network merge algorithm.

5 Conclusions

To overcome the fragility of software, one solution
is to build it as a set of interacting feedback loops.
Each feedback loop monitors and corrects part of the
system. No part of the system should exist outside of
a feedback loop. We motivate these ideas with real-
world designs taken from biology and software. A
simple concurrency model that makes these designs
easy to implement consists of concurrent components
with no shared state, communicating through asyn-
chronous message passing. Using this concurrency
model, we have built structured overlay networks
that survive in realistically harsh environments (with
imperfect failure detection and network partitioning)
and we are extending them with transaction manage-
ment to implement the application scenarios needed
by our industrial collaborators.

This work is funded by the European Union in the
SELFMAN project (contract 34084) and in the Core-
GRID network of excellence (contract 004265). Peter
Van Roy acknowledges all SELFMAN partners for
their insights and research results.
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