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ABSTRACT

Getting the right software requirements under thghtr
environment assumptions is a critical precondifandeveloping
the right software. This task is intrinsically d@iffilt. We need to
produce a complete, adequate, consistent, andsivatitured set
of measurable requirements and assumptions fromniplete,
imprecise, and sparse material originating from tipla, often
conflicting sources. The system we need to considenprises
software and environment components including peo@hd
devices.

A rich system model may significantly help us instbask. Such
model must integrate the intentional, structurahctional, and
behavioral facets of the system being conceived.omigs
techniques are needed for model construction, sisaly
exploitation, and evolution. Such techniques stigulpport early
and incremental reasoning about partial modelsafwariety of
purposes including satisfaction arguments, propeshecks,
animations, the evaluation of alternative optiaihg analysis of
risks, threats, and conflicts, and traceability agement. The
tension between technical precision and practiqgdlieability
calls for a suitable mix of heuristic, deductiveydainductive
forms of reasoning on a suitable mix of declaratiaad
operational specifications. Formal techniques ghda deployed
only when and where needed, and kept hidden whepsssible.
The paper provides a retrospective account of esgarch efforts
and practical experience along this route. Prolkieiented
abstractions, analyzable models, and construatisleniques were
permanent concerns.
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D.2.1 [Software Engineering: Requirements/Specification.
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1. INTRODUCTION

Requirements engineering (RE) is concerned with licéagion,
evaluation, specification, consolidation, and etiolu of the
objectives, functionalities, qualities, and conistta a software-
based system should meet within some organizatimnphysical
setting.

This task has a critical impact on software quaRgquirements-
related errors were widely and recurrently recoggito be the
most frequent, persistent, expensive, and dangetgpss of
software errors. The most serious error types @elimcomplete,
inadequate, inconsistent, unmeasurable, or
requirements or assumptions. Requirements-relatedsesre the
major cause of project cost overruns, delivery yeldailure to
meet expectations, or degradations in the environmentrolled
by the software.

The RE task is difficult.

We need to cooperate with multiple stakeholdersingav
different background, interests, and expectatioibeir
concerns are generally partial and often conflgctin

There are multiple transitions to handle. The peoblworld
we need to investigate is informal whereas the inach
solution we want to build is formal [12]. We neem rhove
from partial, unstructured collections of
inconsistent statements to a complete, structured of
consistent requirements. Hidden, implicit
assumptions must be made explicit. Imprecise foatmis
must be converted into precise specifications.

The problem world may be unfamiliar. While investigg it

we need to consider two system versions: the systent

exists before the machine is built into it, and system as it
should be when the machine will operate in it.

A wide spectrum of concerns must be addressedingufigm

high-level, strategic objectives to detailed, techh
requirements and assumptions. Different levelsooftern are
often intermixed.

For system robustness and requirements completeness
need to anticipate the unexpected —including hawesdor
malicious environment behaviors.
investigation may be hard to delimit.

We generally need to evaluate alternative optionglécision
making: alternative ways of satisfying system otjes,
alternative assignments of responsibilities in thestem,
alternative resolutions of conflicts, and altervati
countermeasures to threats or hazards.
In view of such impact and difficulties, the RE pees should be
made more disciplined through the use of systermmatithods.
Such methods should ideally meet the following nesrnents.

ambgguou

sometimes

needs and

The scope of such



Model-driven:An abstract representation of the system, as- 2. MODELING THE PROBLEM WORLD

is or to-be, highlights key features and interedathem. A
rich model may provide a comprehensive structurenfoat

needs to be elicited, evaluated, specified, codat#d, and

modified. It can be used for explanation, negaiiatiith

stakeholders, and decision making. The requirements

document can be semi-automatically generated ftom i

Constructive: For complex systems, models are hard to
build. A method should provide effectice guidanae i

building adequate models and in exploiting them.

Incremental for early analysisA RE method should
support stepwise reasoning on acquired fragments of
information for early detection and fix of errors i

requirements and assumptions.

Rigorous but lightweightA model-based method and its

supporting tools must rely on semantically solidugrds to

produce accurate models, beyond boxes and arravds, a

enable sound analysis. For wide applicability imagical

situations and for communicability of results among

ordinary stakeholders, the method should howeveedsy
to use, hiding formal details wherever possible.

This paper outlines our efforts to develop an irdegfd set of

techniques intended to address those requiremé@s [The
modeling framework is briefly introduced first ($ien 2). Model
construction, incremental analysis, and model étqtion are
discussed in subsequent sections (Sections 3-5prisfty report
on the practical use of our technigues in industpeojects
(Section 6) before concluding with current challesig
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In order to fully capture the various system fagetevant to the
RE process, a model should integrate multiple comeigary
views (see Fig. 1).

The intentional view captures the system objectives as

functional and non-functional goals together witheit
mutual contribution links.

The structural view captures the conceptual objects referred

to in the other views, their structure, and thaitei-
relationships.

The responsibility view captures the agents forming the

system, their responsibilities with respect to eystgoals,
and their interfaces with each other.

The functional view captures the services the system should

provide in order to operationalize its goals.

The behavioralview captures the behaviors required for the

system to satisfy its goals. Interaction scenaiilostrate

expected interactions among specific agent instance

whereas state machines prescribe classes of behaviany
agent instance on the objects it controls.

2.1 Goals as key RE abstractions

The target system is intended to meet a numberbEctives.
These are to be highlighted as first-class citizmd interrelated.
A goal is a prescriptive statement of intent the systémukl

satisfy through cooperation of its agents [4][18h agentis an

active system component having to play some rolegaal

satisfaction through adequate control of systemste
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Figure 1. Multi-view modeling for requirements engneering [18]



Goal satisfaction may involve a variety of systegergs defining

the system scopepeople, devices, existing software, or software

to be developed. The finer-grained a goal is, @veef agents are
required to satisfy it. Aequirements a goal under responsibility
of a single agent of the software-to-be. &xpectationis a goal
under responsibility of a single agent in the emwinent of the
software-to-be. Expectations form one kind of agstion we
need to make for the system to satisfy its goals.

To be under the sole responsibility of an agengpal must be

realizable by this agent [10][25]. This roughly means tha¢ th
agent must be able to control the state varialdastcained by the

goal specification and to monitor the state vadabko be

evaluated in this specification.

While reasoning about goal satisfaction in the REcess, we
often need to usalomain properties These are descriptive
statements about the problem world, unlike goaldchvhare
prescriptive. They are expected to hold invariatdgardless of
how the system will behave. The distinction betwdencriptive
and prescriptive statements is important. Goals mesd to be
refined into subgoals, negotiated with stakeholdessigned to
agents responsible for them, weakened in case woflicto or
strengthened or dropped in case of unacceptablesexp to risks.
Unlike prescriptive statements, domain propertiesret subject
to such decisions in the RE process.

A goal is either a behavioral goal or a soft géahehavioral goal
prescribes intended system behaviors declarativelynplicitly

defines a maximal set of admissible behaviors. Biehalvgoals
can be Achieve or Maintai/Avoid goals. An Achieve goal

prescribes somgargetCondition to be established sooner or later

when some current condition holds.Maintain goal prescribes
some GoodCondition to be maintained (similarly, aAvoid goal
prescribes someadCondition to be avoided).

Unlike behavioral goals, aoft goalcannot be established in a
clear-cut sense. It prescribes preferences amoagative system
behaviors, being more satisfied along some alteemiand less
satisfied along others. Behavioral goals are thesefesed for
deriving system operations to satisfy them [4][28jereas soft
goals are used for comparing alternative optionsdiect most
preferred ones [1][27].

Those goal types should not be confused with agoaitzation
into functional goals, underlying system servicesi\d non-
functional goals, prescribing qualiy of service.r Fxample, a
confidentiality goal Avoid[SensitiveInformationDisclosed] is
traditionally considered as non-functional; it istra soft goal
though.

A goal modelis basically an annotated AND/OR graph showing

how higher-level goals are satisfied by lower-leegles (goal
refinement and, conversely, how lower-level goals contribttte
the satisfaction of higher-level ones (gadistraction) [14]. The
top goals are the highest-level ones still in tlysteam scope
whereas the bottom goals are assignable requirement
expectations. In such graph, an AND-refinement lielates a
goal to a set of subgoals calleefinement this means that the
parent goal can be satisfied by satisfying all &g in the
refinement. A goal node can be OR-refined into rpldtiAND-
refinements; each of these is callternativefor achieving the
parent goal. The meaning of multiple alternativénements is
that the parent goal can be satisfied by satisfyirgg conjoined
subgoals in any of the alternative refinements.

Figure 2. Goal diagram

Fig. 2 shows a goal model fragment as a goal diagiaborated
with our modeling tool [31]. An AND-refinement isedoted by
an arrow joining subgoals to the parent goal; mldtincoming
arrows indicate an OR-refinement. The figure alsovws agent
assignments to leaf goals. Home-shaped nodes egprdemain
properties required for refinement correctness.

Goal nodes in a goal model are annotated with iddal features
such as their name and precise specification inrabtanguage,
their type, category, priority level, elicitatiorowwce, etc. Such
annotations act as placeholders for dedicated tgebs used in
the RE process. For example, priority levels arel use conflict

management and requirements prioritization techesqiuring the
evaluation phase.

In particular, behavioral goals may optionally beatated with
their formal specification for further analysis. eTlspecification
formalism is a first-order real-time linear tempolagic (LTL)

[4][19], possibly extended with epistemic constsufdr security
goals [9].

The systemas-isandto-becan both be captured within the same
model. The two versions share high-level goals diffdr along
refinement branches of common parent goals. Wetemeby also
capture multiple variants in a system family [18].

There are numerous reasons why a goal model ismygortant in
the RE process.

Goal refinement provides a natural mechanism faucst
turing complex specifications at different levefoncern.

A goal model provides a rich structure e#tisfaction
argumentseach taking the form:

{SubGoals, DomProps} |= ParentGoal

By chaining such arguments bottom-up, we may sheatvah
set of requirements and expectations together ersumne

parent goal, the latter ensuring its own parent tugether

with others, and recursively, until some high-legell of

interest is thereby shown to be satisfied. In paldr, the

goal model can be used to show decision makersthew
system-to-be will be aligned with the organizat®n
strategic objectives —this proves quite helpfupiactice.



Goals drive the identification of requirements tgport
them, and provide their rationale. They define acjze
criterion for requirements completeness and pertiad36].
A set of requirements isompletewith respect to a set of
goals if all the goals can be argued to be satisfieen the

specifies, for each operation, its signature,déscriptivepre-and
postconditions that intrinsically characterize gtate transitions
produced by the operation in the problem world, anédditional
set of prescriptive pre, trigger, and post conditions that must
further constrain any application of the operatifor each

requirements are satisfied, assuming the envirohmen underlying goal to be satisfied [4][26]. An opecati model is
assumptions and domain properties are satisfied. A represented by operationalization diagrams.

requirement ipertinentwith respect to a set of goals if it is
used in the satisfaction argument of one goalagtle

A goal model supports traceability management [1§.
chains of satisfaction arguments are available feogoal-
oriented RE process, there is no need to createnanttain
traceability links for evolution support — we gefch links
for free, from low-level technical requirements system
operations to high-level strategic objectives.

Goals provide anchors for risk analysis,
management, and comparison of alternative optices (
Section 4).

2.2 Agents, objects, operations, and behaviors

As introduced before, the intentional view of a teys is
complemented with other views.

The structural view.Conceptual objects capture domain-specific

concepts referred to by prescriptive or descriptstatements
about the system. Depending on their nature, threydefined
precisely in an associataibject modelas entities, associations,
agents, or events. This model is represented anaatated UML
class diagram, where annotations capture individobject
features such as a precise definition of the objechatural
language, its attributes, relevant domain propedssociated with
it, initial values when an object instance appéarthe system,
etc. [18].

An object model provides the concept definitiongl atomain
properties used in the other models. In particuthe object
attributes and associations define the systestate variablesn
terms of which goals, agents, operations, and betsavare
specified in the other system views. A tool canlgagnerate a
glossary of terms from the object model which mdlved parties
need to agree on and use for unambiguous referénagesign
time, this model provides a basis for generatidgtabase schema
(if any) and architectural fragments.

The responsibility viewAgents were already introduced as active

system components that are responsible for thegteaf in a goal
model. The agent model captures the distribution of
responsibilities within the system together witk tapabilities of
every agent. The latter are defined in terms dftaltd monitor or
control object attributes and associations fromahject model.

An agent model thus shows the system scope andahedary
between the software-to-be and its environment.néggean be
decomposed into finer-grained ones with finer-gedingoal
responsibilities [18]. The model may also captugerd wishes on
goals, for assignment heuristics and conflict manzent [4];
agent beliefs, for threat analysis [16]; and depecis on other
agents [1], for vulnerability analysis. An agent dab also
provides a basis for load analysis. It serves amitirto the
architectural design process [15].

The functional view.An operation modelcaptures the system
operations in terms of their individual featuresl @heir links to
the goal, object, agent, and behavior models. Tinisdel

conflict

The model part covering software-to-be operatidgakly software
specifications for input to the development procé¥s can use
them in particular for deriving external specificats of

functional components in the software architect{tb]. The

model part covering environment operations providescriptions
of tasks and procedures to be jointly performed the

environment for satisfaction of system goals. Thare other
products we can derive such as black box testatateexecutable
specifications for system animation [35] or softav@rototyping.

The explicit linking of operational specificatiotssthe underlying
system goals provides a rich basis for satisfactoguments,
traceability management, and evolution support.[18]

The behavioral view A behavior model captures current
behaviors in the system-as-is or desired onesedrsyistem-to-be.
Global system behaviors are obtained by parallelpasition of
agent behaviors. The latter are made explicit thinoacenarios
and state machines. A scenario shows sequencegeoddtions
among specific agent instances. It is representeda lUML
sequence diagram. A state machine shows sequefficetate
transitions for the variables controlled by any ragenstance
within some class. Such transitions are caused [gration
applications or by external events. A state machsmepresented
by a UML state diagram or by a labelled transitsystem (LTS)
[29] depending on the type of analysis we wanteidgrm on it.

Intance-level scenarios provide partial, narratigpresentations
that are useful for eliciting, validating, or exipimg behavioral
goals [24]. We can also produce acceptance teatfaan them.
Class-level state machines provide executable repratsons that
can be used for model validation through animatigds], for
model checking against formal specifications of donproperties
and goals [29][3], and for code generation.

2.3 View integration

The complementary views of the target system ategrated
through inter-model links constrained by rules feructural
consistency and completeness of the overall mddelexample,
responsibility links connect leaf goals in the goal model anchegge
in the agent modetoncern links connect goals in the goal model
and the conceptual objects in the object modeletlyesls refer
to; operationalization links connect leaf goals in the goal model
and the operations ensuring them in the operatiardef
scenarios or state machines in the behavior maget@nnected
to behavioral goals byoverage links; and so forth (see Fig. 1).

The rules constraining inter-model links allow ws dheck the
structural completeness and consistency of theativeodel, e.g.,
“every conceptual item referenced by a goal speaifon in the
goal model must appear as an attribute or objectha object
model, and vice versa”; “an agent responsible forgaal must
have the capability of controlling the variablesstrained by the
goal specification and of monitoring the variabtese evaluated
in it", “every operation in the operation model ntus
operationalize at least one leaf goal from the goaldel”; “if an
agent is responsible for a goal, it must perforrh gerations
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operationalizing that goal”; “every state machimapturing the
behavior of an agent in the behavior model mustshoset of
paths prescribed by goals assigned to this agenth& agent
model”; etc.

To automate such checks, all view types are defiwidin a
common meta-model [21][4]. The structural rulesntl@nstrain
metamodel components. Many of them take the form:

For every instance of metaconcept C1 in the metamodel,
there must bea corresponding instance of metaconcept C2,
linked to it by an instance of the inter-view ligfoe L.

A modeling tool managing the model database cawmigeoa list
of precooked queries we can submit for checkinghsudes
automatically [21][31].

Fig. 3 provides an overall picture of what a systemdel
semantically conveys when the various system vieave
integrated formally in a LTL-based framework. Theafl
behavioral goals together prescribe a maximal $etdmissible
system behaviors. These behaviors are composeataifgd agent
behaviors. A behavior of an agent instance is cagtlby a
sequence of state transitions for the object aited and
associations the agent controls. Such state tramsitorrespond
to applications of operations performed by the gixking the
smallest time unit. Agent instances evolve syncbusty from
state to state according to the obligations andmijssions
prescribed on their operations for goal satisfactién agent
instance might do nothing along system state tiansi while
another might be required to apply multiple operadiin parallel
because of multiple trigger conditions becomingeti the same
state. Do-nothing behaviors may arise from lackeifmission, as
preconditions required for some goals do not had,from non-
deterministic agent behavior.

Such semantic framework can be integrated withretreg., for
providing a goal layer on top of SCR [33] and LTSA]2see
[8][28]. Difficulties however arise from differentsemantic
assumptions related to synchronicity and non-detgésm.

3. MODEL CONSTRUCTION

An adequate, complete, and consistent multi-viewdehois
difficult to obtain for a complex system. Beyond rebdg
notations, we need a method to guide us in the himgitding
process.

The KAOS method and supporting toolset were dewop
refined, and extended over years of research aradtipal
experience in real projects [17]. (KAOS stands ‘fdreep Al
Objectives _@tisfied”.) Overall it consists of a number of
intertwined steps linked by data dependenciesKipet).

Every elaboration step is supported by a blendoaiglementary
techniques of different types.

Heuristic rules help identifying, refining, or afzstting
model items within a view.

Formal or semi-formal derivation rules allow iterims a
view to be obtained from items in another view.

Formal or semi-formal model building patterns caa b
reused through instantiation in matching situations

More sophisticated procedures, based on deductive o
inductive inferencing mechanisms, allow candidatedeh
fragments to be synthesized interactively.

Analogical reuse techniques allow models of similar
systems to be retrieved, transposed, and adapd¢{d 33.

Bad smells are also provided to let modellers awmdmon
pitfalls [18].

3.1 Building the goal model

As goals prove difficult to identify and structuire practice, we
especially need guidance for elaborating the imteat view.
Here is a sample of more or less elaborate tecksidiuat work
quite well in practice.

Goal identification.

Search for prescriptive and intentional
statements found in elicitation material [14].

For every problem identified in the system-as-is;ivce an
improvement goal [4].
Identify wishes of human agents [4].

Browse goal taxonomies to instantiate leaf goalgmaies to
system-specific objects [4][1][9] -e.g., satisfaati
information, accuracy, confidentiality, availabjlit or
response time goals.

Ask WHY and and WHY NOT questions about posititive

and negative scenarios, respectively, as theyraréded by
stakeholders [20] or generated by a model syntbefss.

keywords in
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Infer goal specifications inductively from scenartaken as
positive or negative examples [24].

Identify soft goals and contribution links by aymhg the
pros and cons of alternative refinements [18].

Check the converse dfchievegoals as candidatdaintain
goals [18] -—for example, the e-commerce
Achieve[ltemSentlfPaid] yields the goal
Maintain[itemSentOnlylf Paid]; the flight management goal
Achieve[ReverseThrustlfPlaneOnRunway] Yields the goal
Maintain[ReverseThrustOnlyf PlaneOnRunway].

Goal refinement and abstraction

Ask HOW and WHY questions about identified goals to
obtain subgoals and parent goals, respectively [20]

Split responsibilities among agents towards goaddizable
by single agents [4][25].

Use goal refinement patterns formally [5][25] ormée
formally [18]. Such patterns encode common refingme
tactics on generic goals specified in LTL. Theirreotness
is formally proved once for all. As multiple patisrmight
be applicable in the same situation, we can theesipjore
alternative refinements. Examples include the rnoles-
driven, decomposition-by-cases, guard-introduction,
unrealizability-driven, and divide-and-conquer pais (see
Fig. 5).

-Milestone-driven

[c wm/] [w

1/

__.--- Guard-introduction

[cop 1/[c  bffc cwrT/

Figure 5. Refinement patterns

3.2 Building the object model

UML gurus often confess that the building of a céetg and
pertinent class diagram requires much experiendecagativity.
In our framework, such diagram is derived increratypfrom the
goal model, semi-formally or formally, using rulsach as the

goal following [14][18].

Take all conceptual objects referred to in the gjpation of
identified goals and domain properties, and onbséh

Derive associations and participating objects fratomic
predicates in those specifications (or, informalfypm
linking expressions in them).

If the same domain property might be attached tieréint
objects, consider attaching it to an associatidwéen these
objects.

Use standard heuristics for deciding whether a ephc
should be an entity, association, attribute, orneve.g.,
autonomous vs. dependent object, passive vs. aulijeet,
multi-state vs. single-state object, etc.)

Identify specializations from classification expiess and
discriminant factors in the specification of goatsl domain
properties.  Identify  generalizations from  objects
characterized by similar attributes, associati@rsgomain
properties.

Identify tracking associations between environnmanects
and software counterparts, together with correspand
accuracy goals [25].

3.3 Building the agent model
Some heuristic rules may help us here such atiosving.

Identify any active object referred to in the sfieation of
leaf goals [4].

Check for software counterparts of assignments toamu
agents that are overloaded in the system-as-is [4].

Look for agents whose capabilities match the véemgmb
evaluated in and constrained by a leaf goal spatiin,
respectively [25].



Consider abstract agents and responsibilities dinst then
refine these until individual roles are reached [18

Avoid assigning a goal to an agent if this goatasflicting
with the agent’s wished goals [4]. Avoid goal assignts
resulting in critical dependencies among agents Iflhot
possible, introduce defensive goals against such
vulnerabilities in the goal model. Favor trustwgridgents

for assignment of security goals.

We can automatically generatecantext diagranfrom an agent
model that shows the interfaces among all systeantad18]. The
detection of dataflow “holes” in the generated dieg calls for
the introduction of missing agents to control ornitor the
corresponding dataflow.

3.4 Building the operation model

Various techniques and heuristics may help us ifyenperations
and elaborate goal operationalizations. Here areso

Derive operations from goal fluents=or each atomic state
condition P in a goal specification, determine its initiating
operation, with domain preconditio® P and domain
postconditionP, and its terminating operation, with domain
preconditionP and domain postconditio@P [18][29].

Derive operations fronscenarios: Identify operations from
interaction events, and determine their domain ed
postconditions from state conditions characterizitig
agent timeline right before and right after theresponding
interaction [24].

Strengthen domain pre- and postconditions with
permissions, obligations, and additional effed®onsider
any operation whose effect may affect some goathi
effect can violate the goal under some condi@takeC

as required precondition for this goal. If the gpedscribes
that this effect must hold whenever some sufficient
condition C became true, takeC as required trigger
condition. If the effect is not sufficient to ensuthe target
condition prescribed by the goal, take the missing
subconditiorC in the target as required postcondition [18].

Use formal operationalization patterns that encomiamon
ways of converting LTL specifications of behavioraals
into complete and consistent sets of required pigger,
and postconditions on operations [26].

UML use case diagrams can easily be generateddroaperation
model to provide an outline view of the system’sdiionalities in
relation with the goal model [18][31].

3.5 Building the behavior model

This task is not easy. Like examples or test cassgnce-level
scenarios raise a coverage problem as they areeimhepartial.
Class-level state machine models, on the other haag,be very
complex.

Elaborating scenariosHeuristics available from the RE literature
may be used for structuring and consolidating stes@&merging
from elicitation material [18]. For example, we miapgt express
normal courses of interaction and then, at theafrehch episode
along a normal scenario, systematically considecepttonal
conditions and their required abnormal episode. M&y also
identify auxiliary episodes, responses needed tereal stimuli,
etc.

The elaborated scenarios should be checked agaimstated
concerns, irrelevant events, impossible interastiorand
incompatible or inadequate granularities [24]. Waynalso use
animation tools to check their adequacy [29][35].

Interesting scenarios can be produced by a modslken [29] or
a goal refinement checker [34]. The scenario qopstgenerated
by our state machine synthesizer are another safrgpmsitive

and negative scenarios [2].

For scenario-based reasoning during model cong&inctt is

often useful to decorate scenario timelines vgithte conditions
monitored or controlled by the corresponding ageBtch

conditions are generated by propagating the dorpagn and

postconditions of the operations associated witth éateraction
down the timeline [24].

Synthesizing state machine modeBeveral complementary
approaches were explored in our work.

Goal-driven synthesig35]: In this approach, state diagrams
are derived from goals and their operationalizatiyrstate
diagram for some controlled variable is obtained by
retrieving all goal operationalizations where thariable
appears as operation output. The states, transitiand
transition labels in the diagram are derived frbve domain
pre- and postconditions of those operations togetith
their required pre- and trigger conditions. Theerdls
behavior model is the parallel composition of sd@grams
for the variables the agent controls. Such devati
additionally  provides satisfaction arguments and
derivational traceability links for model evolution

Scenario-driven synthesiSwo different approaches were

considered dependent on whether the target behanadel

is state-based or event-based.

- A state-basednodel is obtained from a set of scenarios by
generalizing the latter so as to refer to any agestance
and to cover all behaviors captured by the sces4fi8].

A state diagram for some variable controlled byagent

is obtained by deriving state machine paths from th
sequences of state conditions on this variablegatbe
agent’s timelines in the scenarios. These pathstene
merged to form the state diagram for this variaflee
agent’s state diagram is obtained as parallel caitipn

of such diagrams.

An event-basednodel can be synthesized interactively,
when formal state conditions along scenario tinesiare

not available, using grammar induction techniqued a
scenario questions [2]. The generalization seapdtes
and the number of generated scenario questions are
substantially reduced by injection of fluents, goand
domain properties to prune the search space [3th Wi
such additional knowledge the model adequacy
obviously improved too.

is

4. INCREMENTAL MODEL ANALYSIS

Whatever techniques are used for building our avidtiv models,
we need companion techniques to check their adgguac
completeness, and consistency. Such checks shaldndule
early, for early fix, and stepwise while buildiniget model. The
goal model supports this as it is declarative aaqtures different
levels of abstraction and precision.



The query-based structural checks in Section 23%arface-level
ones; they do not take into account the optionaiméb

specifications annotating goals, objects and ojmersitin the

model. This section outlines different types offia analysis that
can be performed on formalized goal fragments wheilable. A

weaker version of most of them can however be wgeeh no

LTL formalization is available [18].

4.1 Refinement checking

A first kind of RE-specific verification consists ahecking that
the refinements of behavioral goals in the goal ehodre
consistent and complete. Such checking is impormanmissing
subgoals result in incomplete requirements.

For such checks we can use a LTL theorem provemdb
refinement patterns, or a bounded SAT solver. Tartsht the
heavyweight theorem proving approach, formal pasteprove
quite effective in matching situations (see Fig. 5)s they are
proved once for all
refinements, their instantiation can reveal missnbgoals [5].

A roundtrip use of &AT solveiis another effective, more general

approach. A front-end tool to a bounded SAT sofeer.TL can
check any refinement and produce bounded
counterexamples in case of incomplete refinemed{. [Bor a
refinement of goalG into subgoalsG,, ..., G, in some domain
theoryDom, the tool (a) asks the user to select a trace bandd
specific object instances for propositionalizatafrthe submitted
formulas; (b) translates the result in the inputfat required by
the selected SAT solver; (c) runs the SAT solveshteck whether
the formula:
G, U..UG,UDomU@GG

is satisfiable and, if so, generate a satisfyingcdr and (d)
translates the output back to the level of abstracbf the
graphical input model. Fig. 6 shows the result posdi by our
tool when the two left subgoals only are takenhia tefinement.
The counterexample trace shows a train getting Wkackhe
preceding block instead of waiting until the blaignal is set to
‘go’. Such negative scenario may suggest the ngssifbgoal.

Figure 6. Bounded SAT solving for refinementhecking

4.2 Checking operationalizations

A LTL semantics for operationalization allows us flrmally
derive correct operationalizations by use amferationalization

to produce consistent and cetapl

patterns Fig. 7 shows a very simple pattern that also estyg
how a LTL goal can be mapped to a consistent antplaie set
of operations. The patterns are organized for eassieval

according to a taxonomy of goal specification pagg26]. They
are proved correct once for all. We can use therwddls, to

derive operations with their domain conditions aeduired pre-,
trigger, and postconditions; or backwards, for gm#ing from

operational specifications.

Operation Opl
DomPre @ T

Operation Op2
DomPre T
DomPost @ T
ReqgPre for G: @C

DomPost T
ReqTrig for G: C

Figure 7. Operationalization pattern for
Immediate Achieveyoals

More generally, we can use our SAT solver tool beak the
consistency and completeness of given operatiataizs [34].

trace The formula checked for satisfiability is now:

[ R] U...U[| Ry]] UDomU &G,
whereG is the operationalized goal afidR, |] denotes the LTL
formula expressing that the corresponding operaisoapplied
under its required (pre, trigger, or post) conditi® [26].

4.3 Risk analysis

For system robustness, we need to perform riskysisatarly at
RE time. Anticipating what could go wrong with aneoideal
system model is essential for getting an adequatecamplete set
of software requirements and environment assumgtiohstacle
analysisis a goal-based form of risk analysis aimed antifigng,
assessing, and resolving the possibilities of bhngalissertions in
the goal model [22]. Arobstacleis a precondition for non-
satisfaction of some goal, assumption, or questienaomain
property used in the goal model. It must be coeststvith valid
domain properties and hypotheses, and feasibleughragent
behaviors.

An obstacle diagram is a goal-anchored risk tremviig how a
root obstacle to some assertion can be AND/OR refimeo
subobstacles whose feasibility, likelihood, andohatson are
easier to establish. OR-refinements show differemtys of
obstructing the assertion. They should ideally bemain-
complete. AND-refinements capture specific comboret of
circumstances for obstruction. They should be cetepldomain-
consistent, and minimal. Leaf obstacles are coedecto
countermeasure goals through resolution links Fége8).

We can build obstacle diagrams systematically usaogpniques
such as tautology-based refinement, refinement edrivby
necessary conditions in the domain for the obstdutarget, and
obstacle refinement patterns [18]. Fig. 9 illussathe latter two
techniques into a single pattern for obstructing\aehievegoal.

Obstacles estimated to be sufficiently likely amilical need be
resolved. Alternative resolutions should be expldvefore a best
one is selected based on estimations of risk remudeverages
and contributions to non-functional goals. Suchlepgtion can
be made systematic by use of operators that transfioe goal
model so as to eliminate the obstacle, reduceik&diHood, or



Figure 8. Portion of obstacle model with new goals resolution

Achieve [iif currentCondition then]
goal sooner-or-later TargetCondition

[CurrentCondition and]
never TargetCondition

If TargetCondition [CurrentCondition and]
then NecessaryCondition \ \ never NecessaryCondition

Figure 9. Obstacle refinement driven by
necessary conditions for the obstructed target

attenuate its consequences. Such operators inclgdal
substitution, agent substitution, obstacle prewenti goal
weakening, obstacle reduction, goal restorationd abstacle
mitigation [22].

When a goal to be obstructed is formalized in LTée can
generate obstacles formally by regressing the guadation
through formal specifications of domain properti@egression is
a declarative precondition calculus for abductieasoning. It
may be used to elicit domain properties as wel].[22

Formal obstruction patterns allow us to shortcue flormal
derivations involved in regression. The semi-forpeitern in Fig.
9 has an obvious LTL counterpart. Other patteresagnilable for
Maintain goals and for other types of obstruction [22].

The example in Fig. 9 also suggests how formalepadtcan be
used semi-formally, e.g., by people having no LEckground.

4.4 Threat analysis

Threat analysis is aimed at breaking the model atifR& in order
to anticipate security problems and complete thedehawith

adequate security countermeasures. Threats anmmuobstacles to
security goals. They can be unintentional or irteratl. The

analysis of intentional threats calls for modelinglicious agents,
their anti-goals, and their capabilities. A threabdel and its
associated countermeasures can be elaborated ajistdly, like

a goal refinement model, starting from negationsesfurity goals
and ending up when fine-grained anti-goals arehe@ddhat are
realizable by attackers in view of their assumegzhbdities [16].

For formal threat analysis, we need to specify sgcproperties
in terms of epistemic constructs that capture velggnts may or

may not know [16][9]. Formal anti-goal regressiotigough
properties of the attacker's environment allow ws derive
portions of a threat model formally. We can expl@ecurity
countermeasures on a more solid basis then.

Recently, we developed a threat model synthesizatrgbnerates
proof trees showing how the attacker’s anti-goa ba satisfied
through the attacked software in view of its calids. The
approach relies on BDD technology and calculatiohsiaimal

or maximal fixpoints, depending on whether the -gothl is an
Achieveor aMaintain goal, respectively. Such fixpoint approach
was developed in the good old time in a differemttext [23].

4.5 Conflict analysis

A goal model should be analyzed against potentaiflicts
among overlapping goalBivergenceis a weak form of conflict,
more frequenly found in RE than pure logical incetesicy. It
captures a situation where some goals become Ibgica
inconsistentf someboundary conditiorholds.

Divergences are detected by finding boundary canttthat are
feasible and consistent with domain properties .[1Slch
conditions can be generated by regressing goatinegahrough
overlapping goals. Alternatively, we may use hditrigiles based
on the metamodel and on goal categories. Divergpatterns are
also available.

Once detected, the conflicts may be recorded ingtied model,
for later resolution, througtonflict links connecting the divergent
goal nodes. Like for obstacles, formal operators rhalp us
explore conflict resolutions in more solid and aatel ways.

4.6 Goal-oriented animation

Animation is a widely recognized approach for ctiegkmodel

adequacy. Animators generally simulate behaviodels that do
not directly reflect the objectives, constraintsd amssumptions
stated declaratively by stakeholders.

Our animation tool animates goal-oriented model$].[3lIt
compiles goal operationalizations into paralletestaachines (see
Section 3.5), instantiates these to user-seledgecbinstances,
executes the instantiated machines from concueeants input
by one or more users, and visualizes the concusiemtlations as
animated scenes in the environment [29] —see Fig.The tool
also monitors property violations, and can “slite® animation
on specific model portions relevant to user-setkgieals.

4.7 Reasoning about alternative options

Any RE process is faced with alternative options mgnahich to
decide. In a goal-oriented framework, alternatipéians refer to
alternative goal refinements, conflict resolutionspstacle
resolutions, threat resolutions, and responsibifigsignments.
Different alternatives contribute to different degs of
satisfaction of the soft goals in the goal modad. Select best
options, we can use qualitative or quantitativerapphes.

On thequalitative side, we can compare options against high-
level soft goals in the model by assessing theitrifmution to
each leaf soft goal through qualitative labels{+, -, etc.). Such
labels are propagated bottom-up along refinemendt @mflict
links in the goal graph until the top-level softadp are reached
[1].

For quantitative reasoning, we may replace such labels by
numerical scores. The total score of each optiateisrmined as a



Figure 10. Goal-oriented animation

weighted summation of its scores with respect tthdaaf soft
goal in the model. For non-subjective conclusiotiig option
scores should be grounded on measurable systenpmpkeea
[27]. When the leaf soft goals are specified in sueable terms,
we can identify gauge variables that provide messufor
comparing options. AJauge variablefor some soft goal captures
an associated quantity such as something the saftpyescribes
to Improve, Increase, Reduce, Maximize, or Minimize; or the
estimated cost of satisfying the soft goal; or é#stimated time
taken for satisfying it. Gauge variables propagatditively along
the AND-trees refining alternative options in thedel. We can
thereby compare the overall scores of differentomgst from the
leaf values in their respective refinement treéq.[1

5. MODEL EXPLOITATION

A good model for RE is a means, not an end. Besidly ea
detection and fix of a variety of problems, we ece® our goal-
oriented models for generating the requirementsuchent, for
managing traceability to anticipate requirementsluion, for
derivation of a preliminary software architectuaed for runtime
system adaptation.

5.1 Generating the requirements document

A goal-oriented model allows us to produce the ieguents
document semi-automatically [31]. The textual dinoe of this
document is first generated from the structurehef goal model
according to some required documentation standaeds, IEEE
Std-830. This structure is populated with the aatiohs of all
model elements at some appropriate place. In péatic the
glossary of terms is generated from the object mdbe section
on user requirements is produced by a pre-ordeersal of the
goal model from top to bottom; the section on agstions and
dependencies is generated from the expectatioreneinonment
agents and the unresolved obstacles. The resulixgy is
expandable by “drag-and-drop” of model diagram ipog and
any other item the model is hyperlinked with.

5.2 Traceability management

The model provides intra- and inter-view links amats elements
that defineuse and Derivation traceability links we can browse
backwards and forwards to retrieve the sourcepmate, and
impact of decisions [18]. We thus save the costreéting and

maintaining traceability links separately; the magiges them for
free.

5.3 From requirements to architecture

A goal-oriented model can also be used for derigmpgeliminary
software architecture [15]. An abstract dataflowhitecture is
first generated from the agent and operation mode&lss

architecture is transformed to meet some architakctstyle

matching the architectural requirements found & gbal model.
The components and connectors in the resultingitaothre are
refined next by use of architectural refinementgrats that meet
the non-functional goals in the model.

5.4 Runtime self-adaptation

We may sometimes want to defer the resolution ofesobstacle
until system runtime when the obstacle occurst(iides). On
another hand, a selected option in the goal modghtntontain

some requirements or assumptions that might no elorze

adequate when the system will be running. In suakes a
monitoring-based component of the software-to-be ke the
latter run the resolution or dynamically shift nge other model
option when necessary. If such obstacle, requirememn

assumption is formalized in LTL, a dedicated manitan be
automatically generated. At system runtime, thisntos runs

concurrently with the software to detect event seges that
violate the monitored assertion (or satisfy it, éase of an
obstacle). Violations are reported to a rule-basmdpensator for
system reconfiguration to a more adequate altemaiption in

the model [11]. The monitoring part of this mectsamiwas in fact
implemented for detection of goal violations attegs animation
time [35], see the red-lined box on the left bottoifrig. 10.

6. FROM RESEARCH TO PRACTICE

Our experience convinced us that RE research, smaldpment,
and practice should be highly intertwined. In mpsbjects we
were involved in, the customers felt that the mdthand

supporting tools produced much better requiremdotauiments.
Conversely, the techniques and tools resulting fresearch were
significantly refined, simplified and polished ovtie years from
feedback from practice.

KAOS was applied in about 25 industrial projectsanwide

variety of domains to engineer requirements forlyfadlifferent

types of systems [17]. The method was also usdulild goal-

oriented models for strategic planning and businpesxcess
reengineering projects, to reengineer unintellgibdquirements
documents, to generate calls for tenders and teedaluation
forms, and to elaborate a model of on-board testrdhreats in
civil aviation as a basis for a software-based atigte/reaction
system [7]. Others have integrated some of oumiegcies in their
commercial product [32].

Examples of system models elaborated with our fecies
include a phone system on TV cable, ATC systemsirftar-
controller communication support and conflict hamglibetween
ground and on-board collision avoidance systemsggsa suite
design system for rocket launch, production managersystems
in the steel and automotive industries, a complepyrdght
management system, a newspaper back office syst@nous
healthcare systems, and business management systethe
pharmaceutics, food, and insurance sectors.



Table 1 gives an idea on the size of the modelstoacted in
some of these projects. The generated requirentasments
were ranging from 100 to 300 pages. Medium-sizejepts
typically range from 3 to 8 person-months, with Téhsultants
working over a period of 2-5 months. The efforguized for
model building and validation was about twice tffere required
for stakeholder interviews.

Concept type A B C D E F G

Goal 370 | 56 | 141| 341 640 171 151
Requirement | 160 | 50 | 164| 256 440 311 108
Agent 80 24 32 8 315 116 2]

Entity 240 | 123| 106/ 102 21% 16p 12

~

Association 90 71 48 13 77 126 5

Operation | NA | 59 42 | NA| 86 36 80

Table 1: Number of modelled concepts for systen#s-G [17]

The successful completion of such projects wouldenehave
been possible without fully reworking th&RAIL research
prototype [6] into a professional version for modaditing,
browsing, querying, and requirements document geioer [31].
(The formal analysis [34] and synthesis [2] tomis still research
protypes at this stage.)

Goal graphs consistently proved to be quite ancti¥fe support
for validation and negotiation with stakehodersciBien makers,
in particular, don't care about class diagrams tatesmachine
models; they want to see alternative options ingb&l model to
think about and make decisions.

The informal use of formal refinement, obstructiamd conflict
patterns by analysts having no LTL expertise workaxprisingly
well in practice. In particular, refinement pattermevealed
guestionable refinements in a number of cases.

7. CONCLUSION

A multi-view model integrating system goals, obgecagents,
operations, and behaviors is a key artifact foricaldting
requirements elicitation, evaluation, specificati@onsolidation,
and evolution. Building an adequate, complete, aodsistent
model is far from trivial. Completeness is espegidifficult as
we need to pessimistically anticipate unexpectedstesy
behaviors.

Constructive techniques may help elaborate such Isdoeth
bottom-up, from scenario examples and other operati
material, and top-down, from goals and other datilae material.
A synergistic blend of modeling heuristics, patterireuse
mechanisms, derivation rules, and more sophisticktems of
deductive and inductive reasoning may guide armlystthe
model building process. Such techniques are toobgptemented
with others for early, incremental analysis of @mnodels. They
are rooted in research in software engineeringficat

intelligence, databases, and formal methods.

In many cases, the formal techniques can have afeemal
counterpart. A “two-button” method and toolset, whthe formal
button is pressed only when and where needed, piiavaluable
in practice for wider accessibility.

There are indications that such techniques hawehegha certain
degree of maturity. On the one hand, they were ieppl
successfully in a variety of challenging projedBn the other
hand, they are currently exported and adapted heroareas,

including safety-critical medical processes whiah ave currently
focussing on.

The road is paved with many challenges. In padiculve lack
precise yet simple techniques for dealing with gaalbe satisfied
only partially —inX% of the cases, say. The integration in the RE
process of lightweight quantitative techniques fdecision
support is much needed. Beyond traceability manageme
effective support for requirements evolution is simg.
Dedicated RE techniques for certain kinds of systesush as
product lines, and certain kinds of non-functioneduirements,
such as security, are still in their infancy. Theéeiplay between
RE and architectural design is not well understoed Wultiple
formal frameworks are hard to integrate and hideotdinary
users.

Yet the biggest challenge, we believe, remains eichhology
transfer and the moving from best practices to @mbrpnactices.
Practitioners often seem reluctant to spend soffoet éf the RE
process. They are, in a sense, like cigarette sreokbho know
that smoking is pretty unhealthy but keep smoking.

Requirements engineering is traditionally seen asaft. There
are some prospects for turning it into a discipkstablished on
more solid, technical grounds. Further researcheisded along
this way. It is worth the effort though. After althe most
automated form of software engineering will alwaseqjuire
requirements engineering.
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